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About this manual

This manual describes how to set up and configure the ViewPoint system, The ViewPoint
system is designed to allow brokers to access their customers' documents and other infor-
mation that has been processed through DataGateway.

1. Intended Audience

This manual is aimed at IT administration staff who will be involved with maintaining and
configuring the WML DataGateway ViewPoint system.

Some familiarity with Linux and MySQL would be beneficial but is not essential.

2. Software Licence and Copyright

The Software is copyrighted and all rights reserved by William Matthew Limited, 22 Haxey
Lane, Haxey, Doncaster, South Yorkshire, DN9 2NE. UK. Email Info@wmltd.co.uk

Important

Before using the WML ViewPoint Software please read the licence agreement
carefully. The right to use this software is granted only if the Customer agrees
to the terms of this Licence. If you do not agree to the terms of this Licence,
please return the product unused.

William Matthew Limited considers that installation of the Software is your ac-
ceptance of our terms and conditions of the license.

1. The Software has been developed for use with the WML ViewPoint; The Licence is to be
used without any time limit and may be subject to change.

2. The Software may not be duplicated, copied, resold, or re-branded without the written
consent of William Matthew Limited.

3. Itis the responsibility of any user, reseller, distributor, OEM or other third party to pro-
tect the rights of William Matthew Limited against violation of this Software Licence.

4, Some portions of The Software have been developed by third parties and are used by
WML under the terms of the GNU General Public Licence, as well as other open source
and free software licences. The source code to these portions of The Software are avail-
able to WML's customers under the same terms under which WML uses them, WML will
uphold and protect the copyright of the original author of these portions of The Soft-
ware.

5. William Matthew will consider any attempt to duplicate the functionality of any appli-
cation provided by the software to constitute a breach of software licence, and may in-
stigate legal proceedings to protect the copyright of the ViewPoint software and William
Matthew Limited.
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. This Licence and the Software product may be transferred to a third party provided the

third party agrees to all the terms of this Licence and that the transferring party retains
no copies of the Software.

William Matthew Limited reserves the right to terminate this Licence upon breach.

In the event of a termination, all copies of the software must be destroyed or returned
to William Matthew Ltd

Any disputes in respect of the Software Licence will be considered a breach of copyright
and subject to English Law.
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Chapter 1. Introduction

WML DataGateway ViewPoint comprises two components:

DataGateway This is the system that processes documents includ-
ing checking their integrity, converting them to oth-
er print formats and sending them to be printed or
emailed.

ViewPoint This is the system that enables brokers to access
the documents related to their broker reference that
have been processed by DataGateway. They may also
be able to perform certain actions on the documents
and produce reports.

Each document processed will have a broker reference embedded within it. This will be
used to determine who can access the documents using ViewPoint

Logging in to the ViewPoint system is by user and password set up by the system admin-
istrator. Each user will be associated with a single broker reference. Only documents with
the same broker reference will be visible to that user. There can be more than one user
associated with a broker reference.

The information available to brokers and the actions they can perform will be determined
by permissions set by a system adminstrator.

Subject to these permissions, brokers will be able to:

+ View a list of documents held under document content control (DCC)
+ View a held document

» Force release a held document

+ Print a held document without releasing it

* Delete a held document

+ View a list of documents for electronic delivery

* View a specific electronic delivery document

+ View the audit trail for an electronic delivery document
+ Print an electronic delivery document for mailing

+ Send a 'documents ready' notification to a customer

« Change the email address and/or SMS number associated with an electronic delivery
document

+ Cancel an electronic delivery document

+ Produce a report of electronic document delivery over a selectable period







Chapter 2. Getting Started

In this chapter, you will be guided through the initial set-up for the WML ViewPoint. There
are three main processes involved here as follows:

*+ VMware - setting up the virtual machine on a VMware platform.
« ViewPoint - setting up the ViewPoint system ready for use

« linking to DataGateway - before the ViewPoint can be used it must be linked to its associated
DataGateway system. The DataGateway system is where all the documents are processed.

2.1. Platform set-up

In this section, you will find out how to set up the various platform configurations. The
following sections describe set-up tasks that are common to all configurations.

Setting up a ViewPoint system

ViewPoint firmware disk files are normally distributed as VMWare images (.vmdk
or .esx.zip files).

Follow the procedure given by the vendor of your virtualization infrastructure to create a
new virtual machine using the ViewPoint disk file as the virtual disk.

Note

The ViewPoint disk file will be read from and written to. For this reason, it is
advisable to keep a copy of the original disk file from which a fresh virtual ma-
chine can be created. Select a suitable location on your disk system to store your
in-use disk files. This should be somewhere where it is unlikely that the files
will be moved or interfered with externally.

Make a separate copy of the ViewPoint disk file for each new virtual appliance
which you create.

VMware infrastructure options

VMware provides a number of different infrastructure options, including VMware work-
station and VMware vSphere/ESXi.

A ViewPoint firmware disk should work on any type of VMware infrastructure, however,
you do need to choose to download the correct vimdk disk image from our servers.

VMware virtual disks, pre-installed with ViewPoint software are available in two formats.
The first is a growable disk provided as a single file with a name such as:

wn pp- br okeri f-vmnar e- sat a-tree3-20160504_1547. vndk
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This format can be used as the virtual disk for virtual machines created on VMware Work-
station, but not recent versions of VMware ESXi/vSphere.

If you are using VMware ESXi or vSphere, you will need to download the ESX-compatible
VMDK. This is provided as a zip file with a file name suffix .esx.zip. The zip contains two
files, a .esx.vimdk disk descriptor file and a 2.5 GB pre-allocated .esx-flat.vmdk file which
contains the disk data. For example:

wnml pp- brokeri f - vimnar e- sat a-tree3-20160504_1547. esx. vndk
wnml pp- brokeri f - vinar e- sat a-tree3-20160504_1547. esx-f | at . vimdk

Upload both of these .vmdk files to the data store of your VMware infrastructure before
creating a new virtual machine.

Note
It is possible to use the ESX-compatible VMDK files on VMware Workstation.

VMware Workstation walk-through

This walk-through demonstrates the set up of a Virtualized appliance on VMware Work-
station version 9.0 running on Microsoft Windows 8.

Note

It is assumed that you have VMware Workstation version 9.0 already installed
onyour PC. For help installing VMware Workstation, please refer to the VMware
website.

Creating a new Virtualized appliance is carried out in the VMware Workstation user inter-
face. This is accessed via an icon in your start menu or on the desktop.
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Figure 2.1. The Home tab of the VMware Workstation user interface.
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In the VMware Workstation Home tab, click Create a New Virtual Machine. The New
Virtual Machine Wizard will open (Figure 2.2). Select Custom (advanced) so that it will
be possible to specify that we want to use an existing, preformatted virtual disk. Click Next.

Figure 2.2. The “New Virtual Machine Wizard”.
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The first window allows you to specify the hardware compatibility for the virtual machine.
This may be a consideration if you wish to move your virtual machine to older versions
of VMware Workstation or to other VMware infrastructure products. In our example, we

leave it at its default of Workstation 9.

Figure 2.3. Choosing the virtual machine hardware compatibility.
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As we will use a pre-existing virtual disk, containing a ready-to-boot operating system, se-
lect I will install the operating system later on the Guest operating system installation

window (Figure 2.4).
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Figure 2.4. Selecting the source for the operating system for the virtual

machine.
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Figure 2.5. Specifying the operating system for the guest appliance.
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The next window (Figure 2.5) allows you to choose which operating system your target
appliance will be running. All WML appliances run a 32 bit Linux operating system and so
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you should choose Linux for Guest operating system and Other Linux 2.6.x kernel for
Version. Click Next.

Figure 2.6. Choosing the name for the virtual machine.
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You can now choose the name for your virtual machine. Here, it has been named “datagate-
way” (Figure 2.6). The virtual machine definition files will be created in the default location
Documents\Virtual Machines\.
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Figure 2.7. Setting the number of processors for the virtual appliance.
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Figure 2.8. Setting the amount of RAM for the virtual appliance.
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The next two screens (Figure 2.7 and Figure 2.8) allow you to specify the initial amount of
RAM and processor resource to assign to your virtual print appliance.
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Assign the desired number of processors for the virtual appliance. A single processor may
be sufficient for simpler applications. Assigning two processors to the system will improve
the responsiveness of the web interface when the print processing load is high.

Specify a minimum of 256 MB of RAM. Some applications may require more memory to run
correctly, but 256 MB is sufficient for simpler tasks and short documents.

Note

The amount of RAM may be altered after the virtual appliance has been created.
Altering the number of processors is not recommended by VMware, but it can
be done. WML appliances will safely handle a change in the number of available
processors.

Figure 2.9. The Network Type window.

2 VMware Workstation = B

I File Edit View VM Tabs Help

- 2 D ¢ El:l'i"

i New Virtual Machine Wizard H
3 Library X

H
Network Type

Q, Type hereto search -
What type of network do you want to add?

= =l My Computer

51 PdfPlust V Network connection
4 barstorm1 ® na |
(11 datagatewayl Give the guest operating system direct access to an external Ethernet "
] esxtest? network. The guest must have its own IP address on the external network.
£0 Shared VMs () Use network address translation (MAT) Network Editor
(3 192.162.0.158 Give the guest operating system access to the host computer's dial-up or the network configuration used by

external Ethernet network connection using the host's IP address. achines on this computer,

() Use host-only networking
Connect the guest operating system to a private virtual network on the host

computer. ation Preferences

ize VMware Workstation to your way

'Z ) Do not use a network connection ng.
re Updates
r software updates for VMware
[ tion,
Help < Back Cancel
Q Virtualize a Physical Machine Help
. L% Create a virtual machine from an existing | View the help topics for VMware bt

In the Network Type window (Figure 2.9) you can select different kinds of network. For a
most systems, you are likely to need Use bridged networking, which allows your virtual
appliance to join your physical network as if it were a real machine. Use network address
translation (NAT) is unlikely to be suitable choice, as the WML Virtualized appliance acts
as a server, For test installations, Use host-only networking may be a suitable choice. In
this case, the virtual machine exists on an internal, virtual network.

A full discussion of networking your virtual machines is outside the scope of this document.
If you are unsure of which type of network connection to choose, contact your network
administrator or your networking consultant or supplier.
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Figure 2.10. Selecting the virtual I/0 controller type.
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Figure 2.10 shows a screen allowing a choice of virtual disk /0 controllers. Leave the default
LSI Logic (Recommended) checked.

Figure 2.11. Selecting a hard disk for the virtual appliance.
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In the next window (Figure 2.11) you have the option to Create a new virtual disk. This
would create an empty disk, which would then need to have the operating system installed
(perhaps from a dvd or cdrom). Because you are using a pre-populated disk file supplied by
WML, you should click on Use an existing virtual disk, which will open the next window,
shown in Figure 2.12.

Figure 2.12. Selecting an existing disk.
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Browse to the vidk disk image (Figure 2.13). You will probably see a pop-up asking if you
wish to convert the existing virtual disk to a newer format (Figure 2.14). You can choose to
do this or not, as you prefer; the virtual machine will boot correctly in either case.

Warning

VMware Workstation will not make a copy of this disk image file; it's up to you
to keep a copy of the original disk image. The disk image file will be read from
and written to, and may increase in size to a maximum of approximately 2.5 GB.
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Figure 2.13. Selecting the WML Virtualized disk file.
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Figure 2.14. Converting to newer format.

Convert existing virtual disk to newer format?

The chosen virtual disk can be converted to the newest

format supported by this Workstation 9.0 virtual machine.
Howewer, after conversion the virtual disk will be unusable
with older virtual machines.

KeepEm'sﬁngFormatH Convert ||

Cancel

Choose to keep the existing disk format, or convert it and press Next. You'll see the final
window in the wizard (Figure 2.15). When you click Finish, your Virtualized virtual appli-
ance is ready to use.
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Figure 2.15. Ready to Create Virtual Machine - a summary of your new virtual
appliance.

(=] VMware Workstation = B

| File Edit View VM Tabs Help

P - ‘V{Jvfl
x

i

Library
f Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Other Linusx
=) g:” My Computer 2.6.x kernel.
(51 PdfPlust “ The virtual machine will be created with the following settings:
1 barstorm1
B datagateway! — Name: datagateway A
5 esxtest? Location: Ci\Users\seb\Documents\Virtual Machines\datagat.
Q Shared VMs Wersion: Workstation 3.0 Network Editor
[ 192.168.0.158 Operating Syst... Other Linux 2.6.x kemel the network configuration used by
nachines on this computer.
Hard Disk: Existing disk C:\Users'seb\Desktopwmlpp-dg-vmw
Memary: 256 MB o .
< 5 ation Preferences
ize VMware Workstation to your way
Customize Hardware... "
re Updates
or software updates for Viware
< Back Finish Cancel fion.

J;“ Virtualize a Physical Machine Help
. L. Create a virtual machine from an existing | | View the help topics for VMware ©

After creating your new virtual machine, a new tab will appear in the VMware Workstation
UL You can access the console of your virtual machine here (Figure 2.16). When you first
boot your virtual machine, you will see a message about installing a guest operating system.
You can simply click the button labelled I Finished Installing.

Note

There is no need to install VMware tools on a WML Virtualized system. VMware
tools enhances the user experience when using a mouse within a graphical en-
vironment. The ViewPoint has no graphical console and hence VMware tools
is not used.
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Figure 2.16. The new appliance tab.

™| datagateway - VMware Workstation = =
Eile Edit View VM Tabs Help
[ © & | D= K
Library x
Home L1 datagateway

Q, Type hereto search -

= =l My Computer (e S datagateway
£ PdfPlusl
L1 barstorm1

L1 datagatewayl

P Power on this virtual machine -

G Edit virtual machine settings

L esxtest?
(71 datagateway w Devices
. Shared VMs W Memory 256 MB

3 192.168.0.158 [ Processors 1

(e Hard Disk (SCSI) 2.5 GB

*) CD/DVD (IDE) Auto detect
[= Floppy Auto detect
'EINatwnrkAdaptar Bridged (Aut...
USE Contraller  Present

) Sound Card Auto detect
(= Printer Present ~ Virtual Machine Details
& Display Auto detect State: Powered off

Configuration file: C:\Users\seb\Documents\Virtual
Machines\datagateway\datagateway.vmx

~ Description Hardware compatibility: Workstation 9.0 virtual machine
Type here to enter a description of

We hope you found this walk-through for VMware Workstation useful.

VMware vSphere ESXi walk-through

This walk-through demonstrates the set up of a Virtualized appliance on a VMware ESXi
hypervisor version 5.1.0. The ESXi hypervisor is controlled from vSphere client 5.1.0 run-
ning on Windows 8.

Note

It is assumed that you have a server with VMware ESXi version 5.1.0 already
installed on a server, and VMware vSphere client version 5.1.0 on a separate
PC or laptop. For help installing VMware vSphere, please refer to the VMware
website.
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Figure 2.17. The Summary tab in vSphere client for the ESXi host
(192.168.0.158).

File Edit View Inventory Administration Plug-ins Help

ﬁ |ﬁ Home b gf Inventory b [ Inventory
+

& &

=03 _192-155-'1158 lan158.wml VMware ESXi, 5.1.0, 799733 | Evaluation (60 days remaining)

(T datagatewayl

Getting Started EMuIGER" Virtual Machines ' Resource Allocation ' Performance ' Configuration ' Local Users & Groups | Ev

neral Resources

nufacturer: Del Inc. CPU usage: 32 MHz Capadty
del: PowerEdge R210 I 4x 3,182 GHz
Cores: 4CPUs x 3,192 GHz Memory usage: 1094.00 MB Capacity

cessor Type: Intel(R) Xeon(R) CPUE31230 | | i 4085.73 MB
@ 3.206Hz

nse: Evaluation Mode - Storage - | Drive Type | Capacity |
Non-330 460.25 GB
cessor Sockets: l—a

es per Socket: <
jical Processors: Network

| Type
perthreading: 8 VMNetwork Standard port group
mber of NICs:

<

Name, Target or Status contains: + Clear %

Target | Details | Initiasted by | Requested Start Ti... — | Start Time | Completed Time

<

>
|Eva\uatinn Mode: 60 days remaining  |root

Creating a new Virtualized appliance is carried out in the VMware vSphere client user in-
terface. This is accessed via an icon in your start menu or on the desktop. When you open
vSphere client, you must connect to the IP address of your VMware ESXi host.

Once you have connected to the ESXi host, you will see the vSphere client Getting Started
screen. Figure 2.17 shows the vSphere client, with the Summary tab showing.

Figure 2.18. VMware images on the WML web server.

| Firefox = ‘
ﬂ Index of /datagateway

\ 6 | @ wrnltd.co.uk/datagateway,

Index of /datagateway

Name Last modified Size Description

: Parent Directory -
ﬁ winlpp-de-vmware-sata-tree3-20130228 1502 esx zip 05-Mar-2013 16:53 49M
@ wmlpp-dg-vmware-sata-tree3-20130228 1502 vmdk 01-Mar-2013 12:33 77M

Apache/2.2.9 (Debian) PHP/3.2.6-1+1enny]6 with Suhosin-Patch mod_python/3.3.1 Python/2.5.2 mod_ssl/2.2.9 OpenSSL/0.9.8g
Server at wmitd.co.ul Port 80
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Before starting, download the latest ViewPoint image from:

http://wr td. co.uk/vi ewpoi nt/

Choose the .esx.zip file (Figure 2.18). Unpack the zip and find the two .vmdk files (Fig-
ure 2.19).

Figure 2.19. The .esx.zip file unpacks to provide two vmdk files.

[Firefo -0

J,'T’ Index of /datagateway I + |

€ 4 I [ =1 Compressed Folder Tools esx vmdk download - B~

= TAFINER wmlpp-dg-vmware-sata-tree3-20130228_1502.esx =
Ind Home Share View v @

@) - 1 .« wml. + wmlpp-dg-vmware-sata-tree3-2013022... v & Search wmlpp-dg-vmware-sa.. 0

-

- Name Date modified Type

i Favourites
B Desktop ‘d wrnlpp-dg-vmware-sata-tree3-20130228_1302.esxvmdk
A seb | wemlpp-dg-vmware-sata-tree3-20130228 1502.esx-flat.vmdk
& Downloads

VMDK File
VMDK File

=N

=1 Recent places

4 Libraries 2.0.8¢
3 Documents
J7 Music
=] Pictures
B videos

‘g*%;?‘@l’.'ﬂh‘
§ 3

ﬂa- Homegroup

18 Computer
&y Local Disk (C:)

[® seb (seb-thinkea ¥ < >
2 items =

Upload both of the .vmdk files to the datastore of your ESXi host; in the Summary tab (Fig-
ure 2.25), right-click on the datastore and choose Browse datastore. The Datastore Brows-
er has icons to upload two files. Your datastore will now contain the pre-installed virtual
disk for your new virtual machine.
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Figure 2.20. The “New Virtual Machine” wizard.

Configuration
Select the configuration for the virtual machine

Configuration Configuration
Name and Location

Storage

" Typical

virtual Machine Version Create a new virtual machine with the most common devices and configuration options.

Guest Operating System

CFUs % Custom
Memory

Network:

SCSI Controller
Select a Disk
Ready to Complete

Create a virtual machine with additional devices or spedific configuration options.

In the Getting Started tab, click the link Create a new virtual machine. The Create New
Virtual Machine wizard will open (Figure 2.20). Select Custom so that it will be possible to
specify that we want to use an existing, preformatted virtual disk. Click Next.
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Figure 2.21. Choosing the name for the virtual machine.

Name and Location
Specify a name and location for this virtual machine

Configuration Name:

::;I‘Ie and Location I
rage
Virtual Machine Version Virtual machine (VM) names may contain up to 80 characters and they must be unique within each

Center 5 WM falder.
Guest Operating System VLENIEr Server &r

CPUs M folders are not viewable when connected directly to a host. To view VM folders and spedfy a location
for this VM, connect to the vCenter Server.

Memory

Network

SC5I Controller
Select a Disk
Ready to Complete

< Back | MNext = I Cancel

You can now choose the name for your virtual machine. Here, it has been named “data-
gateway” (Figure 2.21).
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Figure 2.22. Choosing a datastore for the virtual machine.

Storage

Select a destination storage for the virtual machine files

Configuration

Name and Location
Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

SCSI Controller

Select a Disk

Ready to Complete

Select a destination storage for the virtual machine files:

MName | Drive Type | Capar:'ltﬂ Prov'ls'lon-a:l| Free | Type

| Thin Pro»

(5] datastorel Non-550 460.25 GB 4.59 GB 456.85 GB VMFS5

Supporte

<

" Disable Storage DRS for this virtual machine

Select a datastore:

Name | Drive Type | Capacity | Provisioned | Free | Type

| Thin Provi

< Back | MNext = I

The next window allows you to specify a datastore in which you will create or find the
virtual disk for the machine. Choose the datastore to which you uploaded the ViewPoint
vmdk files. In this example, there is only a single datastore called datastorel.
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Figure 2.23. Choosing the virtual machine hardware compatibility.

Virtual Machine Version

Confiquration — Virtual Machine Version

Name and Location
This host or duster supports more than one YMware virtual machine version. Specify the virtual

storage machine version to use.
Virtual Machine Version

Guest Operating System
CPUs " Virtual Machine Version: 4
Memory
Network
SCSI Controller
Select a Disk " Virtual Machine Version: 7

Ready to Complete This version will run on YMware ESX/ESXi 4.0 and later. This version is recommended when
sharing storage or virtual machines with ESX/ESXi up to 4. 1.

This version will run on YMware ESX 3.0 and later, and YMware Server 1.0 and later. This version
is recommended when sharing storage or virtual machines with ES¥ up to 3.5.

% Virtual Machine Version: 8

This version will run on YMware ESXi 5.0 and later. Choose this version if you need the latest
virtual machine features and do not need to migrate to ESX/ESXi 4.

< Back | Mext = I Cancel

The Virtual Machine Version window allows you to specify the hardware compatibility for
the virtual machine. This may be a consideration if you wish to move your virtual machine
to older versions of VMware ESXi or to other VMware infrastructure products. In our ex-
ample, we leave it at its default of 8.
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Figure 2.24. Specifying the operating system for the guest appliance.

Guest Operating System Virtual Machine Version: &
Specify the guest operating system to use with this virtual machine

Configuration
Name and Location
storage  Windows
Virtual Machine Version
Guest Operating System
CPUs " Other
Memory
Network

SCSI Controller
Select a Disk

Ready to Complete Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

Guest Operating System:

* Linux

Version:

< Back | Mext = I Cancel

The next window (Figure 2.24) allows you to choose which operating system your target
appliance will be running. All WML appliances run a 32 bit Linux operating system and so
you should choose Linux for Guest Operating System and Other 2.6.x Linux (32-bit) for
Version. Click Next.
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Figure 2.25. Setting the number of processors for the virtual appliance.

CPUs Virtual Machine Version: 8
Select the number of virtual CPUs for the virtual machine.

Configuration

Name and Location Number of virtual sodkets:

Storage

Virtual Machine Version Number of cores per virtual socket:

Guest Operating System

CPUs Total number of cores: 1

Memory

Network The number of virtual CPUs that you can add to a VM
depends on the number of CPUs on the host and the

SCSI Controller number of CPUs supported by the guest OS.

Select a Disk

Ready to Complete

The virtual CPU configuration spedified on this page
might violate the license of the guest 05,

Click Help for information on the number of
processors supported for various guest operating
systems.

< Back | MNext = I
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Figure 2.26. Setting the amount of RAM for the virtual appliance.

Memory Virtual Machine Version: 8
Configure the virtual machine's memory size.

Configuration —Memory Configuration

Name and Location
Storage Memory Size: I 13. GB

i i i 512 GBH
Virtyal Machine Version Maximum recommended for this
Guest Operating System 256 3B H =1 guest O5: 64 GB.
CPUs
Memory
MNetwork &4 GB Default recommended for this
guest OS: 1GB.

128 GB 4 Maximum recommended for best performance: 4084 MB.

SCSI Controller 32 GB
Select a Disk Minimum recommended for this
Ready to Complete 16 GB guest 0S: 64 MB.

g GB

4GB
Z2GE

1 GE
512 ME
256 ME
128 MB
&4 ME
32 MB
16 MB

g ME
Linux values can vary. Consult your Linux release notes for accurate information.

4 ME

< Back | MNext = I

The next two screens (Figure 2.25 and Figure 2.26) allow you to specify the initial amount
of RAM and processor resource to assign to your virtual print appliance.

We recommend that you allow 1 processor with 4 cores for maximum performance of the
system although 1 processor with 1 core would work at a pinch.

Specify a minimum of 1 GB of RAM which is sufficient for simpler tasks and short docu-
ments, However, we recommend 4 GB for good performance.

Note

The amount of RAM may be altered after the virtual appliance has been created.
Altering the number of processors is not recommended by VMware, but it can
be done. WML appliances will safely handle a change in the number of available
processors.
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Figure 2.27. The Network window.

Network Virtual Machine Version: 8
Which network connections will be used by the virtual machine?

Confiquration —Create Network Connections
Name and Location

Storage How many NICs do you want to connect? Il 'l
Virtual Machine Version

Guest Operating System
CPUs

Memory
Network NIC 1= [VM Network | [ - &

SCSI Controller
Select a Disk
Ready to Complete

Connect at
Metwork Adapter Power On

If supported by this virtual machine wersion, more than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility. Consult
the VMwares KnowledaeBase for more information on choosing among the network adapters
supportedforvarious guest operating systems and hosts.

< Back | Mext = I Cancel

In the Network window (Figure 2.27) you can select the number of virtual network interface
cards to assign to the virtual machine. The default of a single NIC is usually suitable for a
ViewPoint. By default, the NIC for the virtual machine will join the same network as the
ESXi host.
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Figure 2.28. Selecting the virtual I/0 controller type.

SCSI Controller Virtual Machine Version: 8
Which SCS5I controller type would you like to use?

Configuration —5C5I controller
Name and Location

Storage " BusLogic Parallel
Virtual Machine Version
Guest Operating System
CPUs " LSI Logic SAS
Memory

Network

SCsI Controller
Select a Disk
Ready to Complete

¢ LSI Logic Parallel

 yMware Paravirtual

Figure 2.28 shows a screen allowing a choice of virtual SCSI disk controllers. Leave the de-
fault LSI Logic Parallel checked.
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Figure 2.29. Selecting a hard disk for the virtual appliance.

Virtual Machine Version: 8

Configuration ) A virtual disk is composed of one or more files on the host file system. Together these files appear as a
Name and Location single hard disk to the guest operating system.

Storage
Virtual Machine Version Select the type of disk to use,
Guest Operating System — Digk
CPUs
Memory. " Create a new virtual disk
Network
SCSI Controller Il
Select a Disk
Select Existing Disk
Advanced Options
Ready to Complete

Use an existing virtual disk

Reuse a previously configured virtual disk.

Raw Device Mappings

Give your virtual machine direct access to SAN. This option allows you to

use existing SAN commands to manage the storage and continue to
access it using a datastore.

Do not create disk

< Back | Mext = I Cancel

In the next window (Figure 2.29) you have the option to Create a new virtual disk. This
would create an empty disk, which would then need to have the operating system installed
(perhaps from a dvd or cdrom). Because you are using a pre-populated disk file supplied by
WML, you should click on Use an existing virtual disk, which will open the next window,
shown in Figure 2.30.
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Figure 2.30. Selecting an existing disk.

Select Existing Disk Virtual Machine Version: &
Which existing disk do you want to use as this virtual disk?

Configuration Disk File Path
Name and Location
Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

SCSI Controller

Select a Disk

Select Existing Disk
Advanced Options
Ready to Complete

< Back | Mext = I Cancel
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Figure 2.31. Selecting the WML Virtualized disk file.

@ Create New Virtual Machine = B

Select Existing Disk Virtual Machine Version: &
Which existing disk do you want to use as this virtual disk?

Configuration Disk File Path |

Lookin: |datastorel =]

CPUs
Memory Name | File Size | LastModified
& wmlpp-dg-vmware-sata-tree3-20130228_1502 escvmdk 2GB 06/03/2013 14:43:20 |

Compatible Virtual Disks (*.wmdk, *.dsk, *.raw)

| Help | < Back Mext = Cancel |

Browse to the vidk disk image (Figure 2.31) in your datastore and select it.
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Figure 2.32. Advanced disk options.

Advanced Options Virtual Machine Version: 8
These advanced options do not usually need to be changed.

Configuration Spedify the advanced options for this virtual disk. These options do not normally need
Name and Location to be changed.
Storage

Virtual Machine Version ’—\.ﬁrmal Device Node

|scst (:0) ~|

Guest Operating System
CPUs

Memory

Network

SCSI Controller —Mode
Select a Disk [ Independent

Select Existing Disk Independent disks are not affected by snapshots.
Advanced Options

Ready to Complete

 Persistent
Changes are immediately and permanently written to the disk.

" Nonpersistent

Changes to this disk are discarded when you power off or revert to the
ot.

The penultimate window shows some advanced options for your virtual disk. Leave the
virtual device node as SCSI (0:0) and click Next.
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Figure 2.33. Ready to Complete - a summary of your new virtual appliance.

Ready to Complete
Click Finish to start a task that will create the new virtual machine

Virtual Machine Version: 8

Configuration Settings for the new virtual machine:

Name and Location
Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

SCSI Controller

Select a Disk

Select Existing Disk
Advanced Options
Ready to Complete

Name:
HostfClusten
Datastore:
Guest05:
CPUs:

Memory:

NICs:

NIC 1 Network:
NIC 1 Type:
SCSIControllen
Create diskz
Virtual Device Node:
Diskfile path:
Disk mode:

datagateway

lan158.wml

datastorel

Qther 2.6.x Linux (32-bit)
1

1024 MB

1

VM Network

Flexible

LSILogicParallel

Use existing disk
5CSI(0:0)

[datastorel] wmlpp-dg-vmware-sata-tree3-20130228_15..
Persistent

I Edit the virtual machine settings before completion

/b, Creation of the virtual machine (VM) does notindude automatic installation of the guest operating
system. Install a guest OS5 on the VM after creating the VM.,

< Back | Finish I Cancel

The last window shows a summary of the settings chosen for your new virtual machine
(Figure 2.33). Click Finish to create the VM.

After creating your new virtual machine, a new item will appear in the inventory for your
ESXi host (Figure 2.34). You can also access the console of your virtual machine in the
vSphere client to find its IP address. Connect a browser to the IP address to access the View-
Point web user interface.

Note

There is no need to install VMware tools on a WML Virtualized. VMware tools
enhances the user experience when using a mouse within a graphical environ-
ment. The ViewPoint has no graphical console and hence VMware tools is not
used.

37



Getting Started

Figure 2.34. The new appliance summary tab.

(2]

192.168.0.158 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

a E €Y Home b gf Inventory b [l Inventory

nreE GRS
£ [ 192.168.0.158 e
(& | datagateway
Getting Started [ESILEL Resource Allocation | Performance | Events | Console ' Permissions
"
General Resources
Guest 0S: Other 2.6.x Linux (32-bit} Consumed Host CPU:
VM Version: 8 Consumed Host Memory:
CPU: Lvepy Active Guest Memory:
Memary: 1024 M8 Refresh Storage Usage
Memory Overhead: 101.12 M8 Provisioned Storage: 3.64 GB
VMware Tools: £ Not running (Not installed) Not-shared Storage: 2.45GB
P Addresses: Used Storage: 2.45GB
Storage Drive Type Capacity
DNS Name: a datastarel Non-55D 460.25 GB 45t
State: Powered Off < >
Host: lan158.wml
Actve Tasks: I Tvpe
vSphere HA Protection: @ Nj/A 52 & vMNetwark Standard port group
Commands
[ Poweron v
Recent Tasks Mame, Target or Status contains: - Clear %
Name Target Status Details Tnitisted by | Requested Start Ti.. — | Start Time Completed Time
@ Create virtual machine E 192.168.0.158 @ Complaed root 06/03/2013 15:11:45 06/03/2013 15:11:45 06/03/2013 15:11:47

& Tasks

Evaluation Mode: 60 days remaining  [root

We hope you found this walk-through for VMware vSphere and ESXi useful.

2.2. ViewPoint set-up

In this section, you will find out how to set up and configure the ViewPoint.

Accessing the console

Occasionally, you may need to access the console of your ViewPoint, to carry out system
configuration, maintenance and trouble-shooting.
Accessing the console on Virtualized appliances

The virtual machine console for Virtualized appliances is available via the VMware Server
management interface, the VMware Workstation UI or the vSphere client, depending on
which VMware infrastructure is in use.

You can log in as admin for manual IP address configuration or as root for other system
tasks.

IP address configuration

By default, the IP address of the ViewPoint will be allocated using DHCP.

To determine what IP address has been allocated you can consult your DHCP server logs.

Alternatively, you can log into the ViewPoint console, view the IP address displayed there
or carry out manual IP address configuration.
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Console IP address configuration

When you need to configure the IP address without the web user interface, you can do so
by logging in at the machine's console, as described in the section called “Accessing the
console”.

At the ViewPoint console, log in using the username admi n and the password that has been
set for the admin user on your system.

When you have logged in, the current network settings will be displayed. You will then be
given the option to configure the IP address manually or via DHCP, or to quit.

Enter “manual” for manual |P configuration
or “dhcp” for automatic |IP configuration (g to

quit).

If manual configuration is chosen, you will then be prompted for an IP address for the de-
vice, a Netmask address and, optionally, a gateway address.

Enter the IP for the device e.g.: 192.168.0.20
Enter the Netnmask for the device e.g.: 255.255.255.0
Enter the Gateway (n for none):

For both manual and DHCP configuration, you will be asked to confirm whether you want to
reset the DNS settings. Specifying a DNS server IP which is not accessible on your network
can lock the web based user interface of the ViewPoint.

Do you wish to reset the DNS settings? Specifying a DNS
server | P which is not accessible on your network

can |l ock the web based user interface of this device.
Enter 'y' to renmove DNS settings, 'n' to keep them

The ViewPoint will now be reconfigured, the new network settings will be displayed and the
program will exit. To make further changes you will need to log in and follow the process
through again.

2.3. Linking ViewPoint to DataGateway

In order for the ViewPoint to access the information on the DataGateway it needs to be
connected using secure links. This section explains how to do this.

Ip user ssh connection

A secure connection is required to transfer files between the DataGateway server and the
ViewPoint server. This is achieved with a passwordless key pair.

Assume the following for the example below:
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+ The DataGateway server has an alias DataGateway (real name lan202);
+ The ViewPoint server has an alias ViewPoint (real name lan213).

The [p@ViewPoint user must be able to collect files using scp from DataGateway using the
lp@DataGateway user account.

Creating the keys for the Ip user on the ViewPoint system

Note

In the procedures that follow commands to type into the Linux terminal are
written in bold responses are written in italics.

Procedure 2.1. Create the ssh directory for the lp user if it doesn't exist

1. Login as root on the ViewPoint system

2. Check master ssh directory exists

Is -1d /var/.ssh
I rwxr wxr wx 1 root root 26 Nov 27 11:02 /var/.ssh ->
/ etc/ persistent/pp/.sshvar

3. Check whether local ssh directory exists

I's -1 /etc/persistent/pp/.sshvar
I's: /etc/persistent/pp/.sshvar: No such file or directory

4, Ifit doesn't, create local ssh directory
nkdir /etc/persistent/pp/.sshvar

5.  Set ownership of local ssh directory
chown | p /etc/persistent/pp/.sshvar

6. Check ssh directory now exists

I's -1d /etc/persistent/pp/.sshvar
dr wxr - Xr - x 21p Sys 1024 Dec 10 09:09 /etc/persistent/pp/.sshvar
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Procedure 2.2. Generate the ssh keys for the lp user (when asked for the
passphrase hit the 'enter' key)

1. Login as root on the ViewPoint system

2. Generate the keys

sudo -u | p ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/var/.ssh/id_rsa): /etc/persistent/pp/.sshvar/id_rsa
Ent er passphrase (enpty for no passphrase):

Ent er same passphrase again:

Your identification has been saved in /etc/persistent/pp/.sshvar/id_rsa.

Your public key has been saved in /etc/persistent/pp/.sshvar/id_rsa.pub.

The key fingerprint is:

14: 40: 5f: 59: 7d: 6e: 6f : cc: f b: 9b: 91: 40: 13: bb: d4: 94 | p@ost nane

The key's randonart inage is:

+--[ RSA 2048]----+
| .0.. .0.0 ..|
| o *E. |
| o =+ |
| . o o o
| S o +.|
| -
| + |
| . 0|
| o+
- +

3. Check keys exist in local ssh directory

I's -la /etc/persistent/pp/.sshvar

dr wxr - xr - x 21p Sys 1024 Dec 10 09:13 .

dr wxr wxr - X 12 root I'p 1024 Dec 10 09:09 ..
SrW------ 11p I'p 1675 Dec 10 09:13 id_rsa
STWTr--r1-- 11p Ip 393 Dec 10 09:13 id_rsa. pub

Copying the public key of Ip@ViewPoint to the .ssh directory of
Ip@DataGateway
Perform the following steps on the DataGateway VM:

Procedure 2.3. Create the ssh directory for the lp user if it doesn't exist

1. Log in as root on the DataGateway system

2. Check master ssh directory exists

Is -1d /var/.ssh
| T wWxr wxr wx 1 root r oot 26 Nov 27 11:02 /var/.ssh ->
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| etc/ persistent/pp/.sshvar

3. Check local ssh directory exists

I's -1 /etc/persistent/pp/.sshvar
I's: /etc/persistent/pp/.sshvar: No such file or directory

4, Create local ssh directory
nkdir /etc/persistent/pp/.sshvar
5.  Set ownership of local ssh directory
chown | p /etc/persistent/pp/.sshvar
6. Check local ssh directory exists

I's -1d /etc/persistent/pp/.sshvar
dr wxr - xr - x 21p Sys 1024 Dec 10 09: 24 /etc/persistent/pp/.sshvar

Procedure 2.4. scp the public key across and turn it into the authorized_keys2
file for Ip@DataGateway

1. Login as root on the DataGateway system

2. Copy public key from ViewPoint system to DataGateway

scp root @an213:/etc/wm /pp/.sshvar/id_rsa.pub /etc/wr/pp/.sshvar/authorized_keys2
3. Change ownership of key

chown | p /etc/persistent/pp/.sshvar/authorized_keys2
4, Change permissions to key

chnod 600 /etc/persistent/pp/.sshvar/authorized_keys2

5.  Check properties of the key
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I's -1 /etc/persistent/pp/.sshvar
STW---- - 11p sys 393 Dec 10 09: 41 authorized_keys2

Allow ssh use by the Ip user on the DataGateway server

Procedure 2.5. Edit the sshd_config file so that the AllowUsers directive
includes the lp user

1.
2.

Log in as root on the DataGateway system

Edit /etc/persistent/sys/sshd_config

sed -i 's/Allowdsers root/& I p/' /etc/persistent/sys/sshd_config

Check the file is correct (AllowUsers should be set to root and lp)

grep -v -e ""$" -e ""#" [etc/persistent/sys/sshd_config
Port 22

Port 7522

Prot ocol 2

Logi nGraceTi ne 2m

Per m t Root Logi n yes

StrictMbdes no

Al |l owmUsers root Ip

Al | owTcpForwar di ng yes

CGat ewayPorts yes

X11Forwardi ng yes

Subsystem sftp /usr/libexec/sftp-server

Restart the sshd on DataGateway server

r eboot

Add DataGateway server to the known_hosts file of the
[p@ViewPoint user

Procedure 2.6. Login from lp@ViewPoint to lp@DataGateway

1.
2.

Log in as root on the ViewPoint system

Login

sudo -u | p ssh | p@an202
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3. Check result

ifconfig | grep inet
inet addr:192.168.0.202 Bcast:192.168.0.255 Mask: 255.255.255.0
inet addr:127.0.0.1 Mask:255.0.0.0

4. Exit from DataGateway

exit
Connection to | an202 cl osed.

With the secure links set up it is also necessary for some configuration files to be created
on the ViewPoint system. Also some changes are needed to the database on DataGateway
This section explains how to do this.

Configuration files

In order for the system to understand its environment several configuration files need to
created on the ViewPoint system.

* database ssh tunnel Configures the communications route between the two systems

+ ViewPoint authorisation database Configures ViewPoint access to the authorisation
database on the DataGateway system

* DCC remote connection Configures the way that DCC communicates between the two sys-
tems.

* EDD remote connection Configures the way that EDD communicates between the two sys-
tems.

Database ssh tunnel

The file holding the configuration data for the database ssh tunnel is found in: /etc/persis-
tent/pp/dbSshTunnel.xml and will look similar to:

<?xm version="1.0" ?>
<Wi Setti ngs>
<Wir ppSshTunnel >
<Struct ur edl nput >
<vari abl e key="l ocal Port" val ue="3306"/>
<variabl e key="renotePort" val ue="3306"/>

</ Struct uredl nput >

</ Wi ppSshTunnel >
</ Wi Settings>

Where 777.772.277.77? is the IP address (or hostname) of the DataGateway system.
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ViewPoint authorisation database

The file holding the configuration data for the ViewPoint authorisation database access is
found in: /etc/persistent/pp/brokerif/config.xml and will look similar to:

<?xm version="1.0"?>
<Wir Settings>
<Wi Aut h>
<Struct ur edl nput >
<vari abl e key="dat abasePass" val ue="password"/>
<vari abl e key="dat abaseUser" val ue="wn aut hvp"/>
<vari abl e key="dat abaseServer" val ue="127.0.0. 1: 3306"/ >
<vari abl e key="dat abase" val ue="wnl aut hvp"/>
</ Struct ur edl nput >
</ Wil Aut h>
</ Wi Settings>

DCC remote connection

The file holding the configuration data for the DCC database access is found in: /etc/per-
sistent/pp/dcc/config.xml and will look similar to:

<?xm version="1.0"?>
<Whil Set ti ngs>
<Whr Dcc>
<Struct uredl nput >

<vari abl e key="dat abasePass" val ue="password"/>
<vari abl e key="dat abaseUser" val ue="wni dcc"/>
<vari abl e key="dat abaseServer" val ue="127.0.0. 1: 3306"/ >
<vari abl e key="dat abase" val ue="wr dcc"/>

</ Struct uredl nput >
</ Wri Dcc>
</ Wi Setti ngs>

Where 772.227.272.277 is the IP address (or hostname) of the DataGateway system.

EDD remote connection

The file holding the configuration data for the EDD database access is found in: /etc/per-
sistent/pp/edd/config.xml and will look similar to:

<?xm version="1.0"?>
<Wi Settings>
<Wil Edd>
<Struct ur edl nput >
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<vari abl e key="dat abasePass" val ue="password"/>

<vari abl e key="dat abaseUser" val ue="wn edd"/>

<vari abl e key="dat abaseServer" val ue="127.0.0. 1: 3306"/ >
<vari abl e key="dat abase" val ue="wr edd"/ >

</ Struct ur edl nput >
</ Wil Edd>
</ Wil Settings>

Where 772.222.222.277 is the IP address (or hostname) of the DataGateway system.

Database Configuration

The database for both ViewPoint and DataGateway exists on the DataGateway system. Cer-
tain changes need to be made to this system including a configuration file and the MySQL
database itself. This section describes these changes. All the changes listed below should be
carried out on the DataGateway system.

DataGateway authorisation database

The file holding the configuration data for the DataGateway authorisation database access
is found in: /etc/persistent/pp/brokerif/config.xml and will look similar to:

<?xm version="1.0"?>
<Wh Settings>
<Wh Aut h>
<Struct ur edl nput >
<vari abl e key="dat abasePass" val ue="password"/>
<vari abl e key="dat abaseUser" val ue="wnl aut hdg"/>
<vari abl e key="dat abaseServer" val ue="127.0.0.1"/>
<vari abl e key="dat abase" val ue="wnl aut hdg"/ >
</ St ruct ur edl nput >
</ Wi Aut h>
</ Wr Settings>

Creating the DataGateway Authorisation Database

Note

In the procedures that follow commands to type into the Linux terminal are
written in bold responses are written in italics.

Procedure 2.7. Create and configure the database

1. Login as root on the DataGateway system

2. Open the mysql database server
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nmysql -uroot -p<password>

Wel cone to the MySQL nonitor. Commands end with ; or \g.
Your MySQL connection id is 21715

Server version: 5.1.73-1og Source distribution

Copyright (c) 2000, 2013, Oacle and/or its affiliates. Al rights reserved.
Oacle is a registered trademark of Oracle Corporation and/or its
affiliates. Other nanes may be trademarks of their respective

owners.

Type 'help;' or '"\h' for help. Type '\c' to clear the current input statenent.

nysql >
3. Create the database

CREATE DATABASE wml aut hdg;
Query OK, 1 row affected (0.00 sec)

4. Grant permissions

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER ON wnm aut hdg. *
TO 'wrl aut hdg' @1 ocal host' | DENTI FI ED BY ' password';
Query OK, 0 rows affected (0.00 sec)

5. Check creation

show dat abases;

| information_schenma |
| nysal I
| wml archive |
| wmr aut h |
| wm aut hdg |
| wm dcc |
| wm edd |
| wm report |

Creating the ViewPoint Authorisation Database

Procedure 2.8. Create and configure the database

1. Create the database
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CREATE DATABASE wni aut hvp;
Query OK, 1 row affected (0.02 sec)

Grant permissions

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER ON wni aut hvp. *
TO 'wrl aut hvp' @1 ocal host' | DENTI FI ED BY ' password' ;
Query OK, O rows affected (0.00 sec)

Check creation

show dat abases;

| informati on_schenma |
| nysal I
| wml archive |
| wm aut h |
| wm aut hdg |
| wm aut hvp |
| wm dcc |
| wm edd |
| wm report |
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Chapter 3. User Maintenance

3.1. Overview of Users

This chapter describes how to set up and manage privileged users, broker references and
broker users.

Privileged users, also known as 'System Users' or 'System Administrators', are special users
that have full permissions across all aspects of the ViewPoint. When the ViewPoint system
is first set up it is provided with a privileged user called 'root' which will have a password
which will be notified to the customer. This is the only user that will exist at this stage. This
user can be used to create other privileged users and also broker references and broker
users.

Broker References are the means of identifying the group of brokers with whom a document is
associated. Each document processed must have a broker reference embedded within it and
this reference must be known to the system. Broker references are set up and maintained
by privileged users. Broker references cannot be deleted but can be enabled and disabled.

Broker Users, otherwise known as 'Brokers' or 'Users', are users who can access data and/
or perform actions subject to permissions set by a privileged user. All broker users must
be associated with one and only one broker reference. There may be more than one broker
user associated with each broker reference. A broker user may only access documents or
other information related to the associated broker reference.

3.2. Privileged User Login Process

In order to access any aspect of ViewPoint it is necessary to login with a valid user and
password. The initial login screen looks like Figure 3.1.

Figure 3.1. Logging in to ViewPoint

I— nSUrance I l 7‘
Log

Please enter your usemame and password to login

Username: Password: Login

Copyright William Matthew Lid

The login procedure is the same for all users whether privileged or not. Enter the user name
in the first edit box and then the password in the second. Click on the Login button.
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After successfully logging in as a privileged user the full system web page is displayed show-
ing all available tabs as in Figure 3.2.

Figure 3.2. ViewPoint full system page

B WMIVieW Pointi= Mo illalFirefox) =]
71 WML ViewPoint. x | 4 |
(€) 0 lan2zindesca e |[Q search | % & ¥ A4 O wy =
oneanswer DataGateway ViewPoint WII'l
I 15U root (System Manager) =Ll
Logout
Queues
Print Queues ety
Load Average: 0.04
“This system has 40 licence credits with 7 in uss N °
Active/Total RAM: 51 MBI4047 MB
Queue Name
NewBusiness_In @ 00000 Status: ide =Eib)
NewBusiness_Out @ 00000 Status: idie =Eiby
Printer @ 00000 Status: ide =2lF)
Renewals_In @ 00000 Status: idle =reiby
Renewals_Out @ 00000 Statws: idle =i
Service_In @ 0000o Status: idle =89
Service_Out @ 00000 Status: idle =reiby
Add @ new queue
5103 pd |* passthru + L
Classes
Class Name

Mo classes configured

3.3. Management of Privileged Users

Privileged users can only be created or deleted by another privileged user. Having logged
in, go to the System Settings tab and navigate to Password. This will bring up the web
page shown in Figure 3.3.

Figure 3.3. ViewPoint password page

Oneanswer DataGateway V’-,?Wf?’.rf wlﬂl

S oot (System Manager)

Logout

Change Password Manage Privileged Users

Your password must have a minimum length of 7 characters.

New password:

Re-type password:

Update Password

Copyright William Matthew Ltd
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Changing your own Password

All users, privileged or not, are able to change their own passwords using the Change Pass-
word section on this web page. Passwords must be at least 7 characters long and may con-
sist of any printable character. After entering a new password click Update password and
the password will be changed.

Creating a Privileged User

Only privileged users may create a new privileged user. This is done by clicking on the #
icon next to the empty edit box under Manage Privileged Users. This will open the window
shown in Figure 3.4.

Figure 3.4. ViewPoint add user page

Add user »®

Username:

Password: %
Re-type password:

First name:

Last name:

Create user

Note

The following restrictions apply to usernames:

« contains only lowercase letters and digits
+ starts with a letter
+ contains two or more characters

+ contains less than 32 characters

There are no restrictions on the password other than it must be at least 7 characters. Enter
the first name and last name (these will be displayed when the user is logged in) and click
on Create user.
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Figure 3.5. ViewPoint add user page (filled in)

Add user x

Username: e
Password:  [reeesses
Re-type password:  [-eeeeee-

First name: ulaan

Last name: [baatar |

Create user

After a few seconds the new user will be added to the privileged user list and the window
shown in Figure 3.6 will be displayed.

Figure 3.6. ViewPoint a new user has been added successfully

Manage Privileged Users

ubaatar /8

Changing the Password of a Privileged User

Only privileged users may change the password of a privileged user. The privileged user
may change their own password as described in the the section called “Changing your own
Password” section in Section 3.3. If the privileged user has forgotten the password then
another privileged user may reset it.

Next to the name of the user you wish to change, click on the edit icon #. This will bring
up the window shown in Figure 3.7 into which the new password can be typed. Click on
Update Password to change the password.

Figure 3.7. ViewPoint change privileged user password

Change password for testuser »®

Your password must have a minimum length of ¥ characters.

New password: | |

Re-type password:

Update Password |
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Deleting a Privileged User

Only privileged users may delete a privileged user. Next to the name of the user you wish to

delete, click on the delete icon B, You will be asked to confirm that you wish to delete the
user. Click on OK if you want to delete the user or Cancel if you have changed your mind.

3.4. Management of Broker Information

Overview

Broker information such as broker references, logos and broker users can only be managed
by privileged users.

The actions that can be performed by the privileged user are:

+ Set the default logo

+ Create a broker reference

» Change the logo associated with a broker reference
+ Enable/disable a broker reference

+ Create a broker user

+ Edit a broker user

+ Delete a broker user

+ Set the authorisation levels for a broker user

To perform any of these actions you must log in as a privileged user and select the System
Settings tab and then the Brokers web page. Figure 3.8 will be displayed.

Figure 3.8. ViewPoint brokers management web page

%]
[0 Set Default Logo: -
submit

[ Create Broker Reference Select a Broker Reference: pone selectecl v

Associated Broker Logo -
Logo. |~ I
Status

O create user:

O Edit user [ [ Document Content Control (DSC)

[ Detete user |- [0 bcc Held Documents

First Name:

Last Name:

Broker Reference: -
Password:

Re-type password:

submit |

[ bCC Held Documents Search all queues
[ bcc Held Dacuments View

[ bcc Held Documents Force Release

[ occ Held Documents Print

[ DCC Held Dacuments Print without Release
[ DCC Held Documents Delete
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Setting the default logo

The default logo is the logo that is displayed in the top left hand corner of each web page if
there is no user logged in or a priveleged user is logged in. The default logo can only be set
or changed by a privileged user. To see more about logos see Chapter 4.

In order for a logo to be used as a default logo it must have been uploaded to the system
as described in Section 4.2.

In order to set or change the default logo check the box labelled Set Default Logo. This will
enable the associated drop-down box which will display the name of the current default
logo. Select the new default logo from those listed in the drop-down box.

Figure 3.9. ViewPoint selecting the default logo

@
Set Default Logo: 1 AnswerLogo.png| + |
Submit h

When the new logo has been selected click on Submit. Figure 3.10 should be displayed:

Figure 3.10. ViewPoint default logo selected and submitted

1 @ Set default loga: 1Answerl ogo png BF

Brokers

Anather broker action

In order to return to the Brokers web page click on Another broker action. Otherwise
select another tab to go to it.

Creation and management of broker references

The second section in the Brokers web page, headed Broker Reference, is concerned with
management of broker references.

Figure 3.11. ViewPoint broker reference section

[ creste Broker Reference Select a Broker Reference: none selected| +

Associated Broker Logo: -
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Creating a new broker reference

To create a new broker reference check the box labelled Create Broker Reference. This
will enable the associated edit box. Type in the broker reference here.

Note

There are some constraints on the broker reference:

« It may contain any characters from the following list: a-z, 0-9, hyphen, un-
derline, forward slash, backward slash, hash (#), full stop or comma.

+ It must contain between 2 and 31 characters (inclusive)

» It must be unique within the system

The logo to be associated with that broker may also be set at this point. Select the logo re-
quired from the drop-down box with the label Associated Broker Logo. The default (#de-
fault) indicates that there is no specific logo for this broker and the default logo is to be
used instead.

Figure 3.12. ViewPoint creating a broker reference

Create Broker Reference: 1234567 abc

Submit | %

Once the broker reference has been entered and its logo selected (or left at the default),
click on the Submit button to action the changes. If all has been successful Figure 3.13 will
be displayed:

Figure 3.13. ViewPoint creating a broker reference

— S oot (System I B
—_— | (@ createdanenBrolerReference 1234567abc }_

In order to return to the Brokers web page click on Another broker action. Otherwise
select another tab to go to it.

Managing a broker reference

The associated logo of a broker reference can be changed under the Manage a Broker
Reference section. This is also where a broker reference can be disabled and enabled.
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Figure 3.14. ViewPoint managing a broker reference

Manage a Broker Reference

Select a Broker Reference:  pgne selected| ¥ |

Logo: | defallt | v |

Status: Change |

In order to enable or disable a broker reference or set its logo you must first select the
broker reference you want to change. This is done by selecting it from the drop down box
with the label Select a Broker Reference. Once this has been done the current associated
logo will be displayed in the drop down box with the label Logo and the status box will
indicate whether the broker interface is enabled or disabled. Figure 3.15 shows that the
currently associated logo for broker reference 353532 is TestImage.png and that the broker
reference is enabled.

Figure 3.15. ViewPoint broker reference logo and status displayed

Manage a Broker Reference

Select a Broker Reference: 353532 | - |

Logo: Testimage.png |+ |

Status; 2nabled | pisable |

To change the logo associated with the broker reference select the desired logo from the
drop down box with the label Logo. Note that the change is made immediately when a logo
is selected. Figure 3.16 will be displayed:

Figure 3.16. ViewPoint broker reference logo changed

The logo for broker reference 353532 has changed to Testimage.png

TR
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The button with the label Status toggles between enabling and disabling the broker refer-
ence. If the broker reference is enabled the title of the button will be Disable and clicking
on it will disable the broker reference. If the broker reference is disabled the title of the
button will be Enable and clicking on it will enable the broker reference.

Creation, editing and deletion of broker users

The third section in the Brokers web page, headed Create / Edit / Delete a user, is con-
cerned with management of broker users. This is where broker users are managed.

Figure 3.17. ViewPoint broker user management section

[ create user.
0 Edituser = [ Document Content Centrol (DCC)
[ Delete user |~ [ peC Held Documents
First Name: [ bec Held Documents Search all queues
ast Name: eld Documents View
Last N [ bee Held b ts Vi
Broker Reference: - [ DCC Held Dacuments Force Release
Rl [ bCC Held Dacuments Print/Rslease on any Queus
Re.type password: [ GG Held Documents Print without Release
[ beC Held Documents Delete
Submit

[ Electronic Document Delivery (EDD)
[ 0D search

[ EDD View

[ 0D Display Audit Trail

[ E0D Print

[ EbD Gancel Document

[ EDD Send Natification to Customer

[ EDD Update Email or Mobile Number
[ E0D Reports

[ E0D Reports

Creating a new broker user

To create a new user check the box labelled Create user this will enable the associated edit
box. Type the name of the user in the box.

Note

The following restrictions apply to usernames:

» contains only lowercase letters and digits
« starts with a letter
+ contains two or more characters

« contains less than 32 characters

When the new user's name has been entered you can enter a first name and last name, select
the broker reference from the drop down box and set the password. You can also select
which authorisation permissions the new user will have by checking individual boxes or by
clicking on the Select All button.
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Figure 3.18. ViewPoint creating a new broker user

Create / Edit / Delete a user

Create user: |greaves

[ Edit user:
[ Delete user:

First Name:
Last Name:

Broker Reference:

Password:

Re type password:

Submit

| v
‘ -
Jimmy
Greaves
353532 | ¥

Authorisation
Select All Clear All
Document Content Cantral (DCC)
DCC Held Documents
DCC Held Documents Search all queues
DCC Held Documents View
[] DCC Held Documents Force Release
[J DCC Held Documents Print

[ DCC Held Documents Print without Relsase

DCC Held Documents Delete
Electronic Document Delivery (EDD)
EDD Search

EDD View

EDD Display Audit Trail

EDD Print

[J EDD Cancel Document

] EDD Send Matification to Customer

EDD Reports

When all is complete then click on the Submit button. Figure 3.19 will be shown:

Figure 3.19. ViewPoint a new broker user has been created

VIIVUIIgTTVI

— A oot (System

DataGateway Vie W_F'A_:vr'nr w’7‘

Another broker user action

"1‘ @ Created a new broker: jgreaves

Brokers

Logout

In order to return to the Brokers web page click on Another broker action. Otherwise
select another tab to go to it.

Editing an existing broker user

To edit a broker user check the box labelled Edit user this will enable the associated drop
down box. Select the user that you wish to edit. This will cause the first name, last name,
broker interface and authorisation permissions for the selected user to be displayed. Note
that the password is not displayed.
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Figure 3.20. ViewPoint editing a broker user

Create / Edit / Delete a user

Authorisation
[ Greate user Select Al Clear All
Edit user: jgreaves [ Document Content Contral (DCC)
[T Dslste user: | - DCC Held Documents
First Name: Jimmy DCC Held Documents Search all queues
Last Name: Greaves DCC Held Documents View
Broker Reference: 353532 |~ [ DCC Held Documents Force Releass
Password: [ DCC Held Documents Print
Re-type password: [ DEC Held Documents Print without Release
DCC Held Documents Delete
ﬂl Electronic Document Delivery (EDD)
EDD Search
EDD View

EDD Display Audit Trail
1 EDD Display Audit Trail

EDD Print

[] EDD Cancel Document

] EDD Send Notification to Custamer
O eoo Update Email or Maobile Mumber
EDD Reports

Any of the details can be changed including the password. To change the password type
the new password into the Password edit box and then repeat it in the Re-type password
edit box.

When the changes have been made click on the Submit button and Figure 3.21 will be
shown.

Figure 3.21. ViewPoint broker user edited confirmation

OnEanswer DataGateway Vie va’?r'rwf w7l

S oot (System
,‘1‘ @ Updated user. jgreaves EI

Logout

Brokers

Another braker user action

Deleting a broker user

To delete a broker user check the box labelled Delete user this will enable the associated
drop down box. Select the user that you wish to delete. This will cause the first name, last
name, broker interface and authorisation permissions for the selected user to be displayed.
Note that the password is not displayed. All these fields are for confirmation purposes only
you will not be able to change anything.
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Figure 3.22. ViewPoint deleting a broker user

. + / i+ / T, 4
Create / Edit / Delete a user Authorisation

[ crsate usar

L Edit user ‘ e Document Content Control (DCC)
Delete user:  jgreaves |+ DCC Held Dacuments
First Name: fimmy DCC Held Documents Search all queues
Last Name: Greaves DCC Held Documents View
Broker Reference: - [J DCC Held Documents Force Release
Password: [J DCC Held Documents Print
Re-type password: [ DCC Held Dacuments Print without Release
DCC Held Documents Delete
M‘ Electronic Document Delivery (EDD)
EDD Search
EDD View

EDD Display Audit Trail

EDD Print

] EDD Cancel Document

[J EDD Send Notification to Customer
[J eoo Update Email or Mobile Mumber
EDD Reports

When you have confirmed from the displayed data that this is the broker user that you want
to delete click on the Submit button. You will be asked to confirm that you want to delete
the user. If you confirm then Figure 3.23 will be displayed:

Figure 3.23. ViewPoint broker user deleted confirmation

oneanswer DataGateway Vie Wf'?!'ﬂ_t w’ﬂl

I NSUANE oot (System 1‘1‘ @ i— ﬂ‘

jgreaves

Logout

Brokers

Another broker user action
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Chapter 4. Logos

4.1. Overview of logos in ViewPoint

ViewPoint has the added feature of having a logo displayed in the top left hand corner of
every web page. This can be a logo for specific broker references or can be a default logo
which will be displayed if none has been provided for the broker reference or a system
manager is currently logged in.

A logo is a small graphics file typically no larger than 130 pixels wide and 75 pixels high.

4.2. Uploading logos to ViewPoint

Before a logo can be displayed it must be uploaded to the system as follows:

Procedure 4.1. Uploading a logo to the ViewPoint system

1.

2.

Navigate to the 'Image Files' tab on the 'File Manager' web page.
A list of existing logo files will be displayed.

Figure 4.1. ViewPoint image files tab on File Manager web page

Search for files Options.

Displaying 3 fles
File Name File Type Action ﬁ
1AnswerLago. png Image =8 O

O

Testimage. png Image =B

Click on the 'Browse' button and navigate to the image file you want.
The file will be uploaded and the message "Upload complete" will be displayed and the
logo will have been added to the list.
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4.3. Associating a logo with a broker reference

Figure 4.2. ViewPoint an image file has been loaded

I—nslrance ‘ ﬂ‘ I I 71
‘ @ Upload complete ‘
Logout
Image Files
Search for files Options
Search | @ || Upload anewfile: | Browse No file selected
Displaying 3 files
File Name File Type Action s.ﬁa
1AnswerLogo.png Image [x] O
Testimage. png Image = O
ucklogo.png Image &2 O

A logo may be associated with a broker reference in one of three ways:

+ Set as the default logo as described in the section called “Setting the default logo” in

Section 3.4

+ Associated with a broker reference when created, see the section called “Creating a new

broker reference” in Section 3.4

+ Associated with a broker reference by editing it, see the section called “Managing a bro-

ker reference” in Section 3.4
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